VALTORISO APPLICATION NOTE

OT-to-IT Network Blueprint: Integrating
Industrial Modbus into Home Assistant via
MQTT

Document No: AN-2026-07

Product Series: Valtoris VT-DTU Series / Edge Gateways
Target Platforms: Home Assistant, Mosquitto Broker
Date: June 2026 (Rev. 1.1)

1. Executive Summary

Integrating heavy industrial hardware—such as 3-phase energy meters, hybrid solar inverters, and
HVAC controllers—into Home Assistant (HA) traditionally requires direct USB-to-RS485 adapters
and complex configuration. yaml definitions.

This legacy topology introduces critical instability: long RS485 cable runs through buildings
generate ground loops and CRC errors, while Linux-level electromagnetic interference (EMI)
frequently forces the /dev/ttyUSBO port to reset, dropping all telemetry. This Application Note
outlines the modern Edge-Decoupled MQTT Architecture, utilizing native Home Assistant MQTT

Auto-Discovery to achieve enterprise-grade stability with zero YAML coding.

2. The Limitations of Direct USB Polling

When the Home Assistant server acts as the Modbus Master, the physical and logical layers are

tightly coupled, resulting in three major points of failure:

e Ground Loops: Industrial inverters and the HA server are rarely on the same electrical
grounding plane. Connecting them via a long copper wire allows high-voltage common-mode
noise to swallow the differential RS485 signals.

e OS Instability: Raspberry Pi and NUC USB controllers will disconnect the RS485 adapter when

exposed to electrical transients (e.g., a compressor starting).

e Maintenance Overhead: Reading 32-bit floating-point variables (Float32) requires manual
byte-swapping logic inside HA's configuration files. A single syntax error will halt the entire
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3. The Edge-Decoupled Solution (MQTT)

Isolating the physical OT network from the Home Assistant server resolves these instabilities. By

deploying an Industrial Edge Gateway locally at the inverter or meter panel:

Short Copper Runs: The RS485 cable length is reduced to less than 1 meter, bypassing EMI
interference.

e Hardware Polling: The gateway's dedicated silicon handles the Modbus polling natively,

resolving timeouts, parity checks, and Float32 decoding.

¢ Network Transmission: The parsed data is transmitted as clean JSON over standard Ethernet
or Wi-Fi to HA's Mosquitto broker.

4. Zero-Code Integration: MQTT Auto-Discovery

Home Assistant features a powerful MQTT Auto-Discovery protocol. Instead of manually writing
YAML sensors, the Edge Gateway publishes a specific configuration JSON. HA reads this JSON and
instantly generates the sensor dashboard entities.

Phase A: Publishing the Config Payload

The gateway must publish the following JSON to the designated HA discovery topic (ensure the
Retain flag is set to True). This tells HA how to interpret the incoming data.

Topic: homeassistant/sensor/inv0l power/config



"name": "Inverter Active Power",

"state topic": "valtoris/inverter 0l1/state",

"value template": "{{ value json.power kw }}",
"unit of measurement": "kW",
"device class": "power",
"state class": "measurement",
"unique id": "inv0l power 001",
"device": {
"identifiers": ["inv0l hardware"],
"name": "Deye Hybrid Inverter",

"manufacturer": "Deye"
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Phase B: Publishing the State Payload

Once the configuration is retained in the broker, the Edge Gateway performs the Modbus polling at

high speed. It then publishes the normalized decimal values to the state topic defined above.

Topic: valtoris/inverter 01/state

"power kw": 5.42,

"grid voltage": 230.1,
"battery soc": 98.5

HA's Jinja2 templating engine automatically extracts 5. 42 using the value json. power kw rule
provided in the config payload, updating the dashboard instantly.

5. Hardware Implementation Options

To execute this architecture, the edge device must support native Modbus-to-JSON formatting and
custom MQTT topic templating.

e DIY Microcontrollers: Using ESPHome flashed onto an ESP32 connected to a MAX485 module
provides a low-cost solution for residential users. However, it requires soldering, 3.3V/5V logic

level shifting, and manual C++ / YAML definition for Modbus register decoding.

¢ Industrial Edge Gateways: For robust smart home or commercial deployments, dedicated
DIN-rail Edge Gateways offer up to 2500V galvanic isolation to protect against lightning
transients and ground loops. The gateway natively handles IEEE 754 decoding and provides a

zero-code web interface to paste the HA Auto-Discovery JSON templates directly.

To eliminate YAML maintenance and physical USB dropouts, explore the native MQTT Auto-Discovery
capabilities of the Valtoris VT-DTU Series at valtoris.com.



